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What Makes an Essential Defense? 
New types of threats require  new types of protection. Mass-distribution viruses and worms are giving way 

to profit -driven attacks designed to steal identities, money, and other valuable electronic commodities 

through spyware and botnets.  

Given the complexity and diversity of todayôs threats, users need protection that controls the main 

propagation route ï their Internet connection. Zero -day threats, one of the newest and most difficult to 

detect, are becoming more frequent, and an appropriate response must be in place for users to hav e 

adequate security when they go online. Even simple web browsing is these days fraught with danger 

from drive-by infections and inadvertent disclosure of personal information.  

While there are plenty of all -in-one security solutions that purport to offer t otal protection, in reality they 

all depend on a firewall to deliver the first level of defense against the spread of malware and data theft. 

Todayôs sophisticated, hard-to-detect malicious programs cannot be stopped with anti -virus alone; 

proactive security tools are needed to monitor program behavior and alert users to suspicious, 

unauthorized or explicitly malicious activity before it can do damage. As web-borne attacks now 

constitute the majority of malware attacks, a solution thatôs specifically designed to counter online threats 

is essential. 

Outpost Firewall Pro is just such a tool. It stops malware and hacker attacks before they can activate, by 

monitoring and controlling Internet access at all times. Whatôs more, it does most of its work 

automatically, so users are not interrupted while theyôre working or playing on the web. Outpost Firewall 

Pro is award-winning protection thatôs lightweight, customizable, reliable, and easy to use; itôs what every 

computer deserves, so keep reading to find out more about how Outpost provides the most robust 

security protection possible for users in todayôs world of cyberthreats. 
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Key Technologies 
Á Two-way firewall 

Á Host protection 

Á Anti-spyware 

Á IDS and Ethernet protection 

Á Web & transaction security 

Á Self-protection 

Á Automated, updatable configurations 

Key Benefits 
 The award-wining firewall keeps hackers and malware away, so users can feel safe when 

theyôre online. Two-way access control means that unauthorized network activity is impossible, 

and special Ethernet protection shields local networks against man-in-the middle attacks and 

WiFi-borne intrusions. 

 Host protection monitors program behavior and interactions to proactively defend against 

unauthorized activity, stopping Trojans and rootkits in their  tracks without the need to scan 

each suspicious object for known malware. Outpostôs host protection achieved a 100% pass rate 

for all current leaktests, providing reliable protection against unknown and/or sophisticated 

hacker attacks. 

 The integrated anti -spyware module provides comprehensive protection against all forms of 

spyware, automatically defending users from the risk of compromised personal information, 

unauthorized system modifications, and intrusive pop-ups, amongst other online annoyances. 

 The versatile web control module safeguards usersô browsing activities against the Internetôs 

darker side by steering away from websites infected with drive -by downloads, preventing the 

inadvertent disclosure of personal information, limiting exposure to poten tially unsafe web 

properties, and keeping identity private.  

 Outpostôs self-protection capability ensures that it cannot be deactivated by targeted attacks, 

ensuring uninterrupted protection.  

Outpost Firewall Pro has been designed to meet the needs of users who understand the need for 

robust, efficient security. While it provides great protection ñout of the boxò for users at all levels of 

experience, Outpost Firewall Pro also includes an extensive array of customizable settings and 

options for advanced users to tweak and personalize their protection. Less-experienced users also 

get great protection because Outpost lets them define and apply most settings automatically, 

eliminating potential configuration errors. The intuitive interface and accessible control s ensure ease 

of use for everyone. 

Key Features 

Proactive security 

Preemptive threat protection  
Outpost Firewall Pro provides the first line of defense against malicious software by proactively controlling 

how programs behave and interact on a PC and preventing security breaches. The host protection 

module proactively monitors for and blocks sophisticated hacking techniques used to compromise or steal 

data. By analyzing threats and displaying actionable alerts, it blocks zero-day attacks and other 

unauthorized activities, providing advanced protection against botnets, rootkits and inadvertent data 

disclosure. This latest version extends the range of monitored events and operations for even greater and 

more customizable protection. 
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Self -protection  

Today's malware frequently seeks to shut down security software to make its infection process easier. By 

incorporating solid tamper-proof protection for all its components, Outpost Firewall Pro makes it 

impossible for anyone except the authorized user of the progr am to disable or close active protection. 

Anti-spyware 

Essential spyware protection  

Outpost's anti-spyware module safeguards PCs against the threat of spyware - from displaying annoying 

ads to hijacking the browser homepage to stealing user identity and confidential data. Spyware is blocked 

at every possible stage ð installation, activation, transmission of information and re -installation. The on-

demand scanner scours the system for traces of deactivated spyware and erases them completely. Even 

if active spyware protection is switched off during processor-intensive tasks like online games, new 

network connections are proactively verified in the background to be spyware -free before being allowed 

to proceed. 

 


